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Avrticle Information Abstract
Accepted:
2025/11/25 Air defense and cyber defense systems consist of highly complex and

interdependent subsystems whose operational reliability directly depends on the
interaction of multiple parameters. Exhaustively testing all possible parameter

?:.f: /eel\slfgs- combinati_ons is infeasible_ due to the _exponentia! growth _of_ the see}rch space, both in
terms of time and cost. This research aims to provide an efficient testing framework that

Keywords: ensures comprehensive interaction coverage while minimizing the number of required
Combinatorial test scenarios.To address this challenge, we propose a combinatorial testing approach
Testing based on covering arrays (CAs) enhanced by an Improved Ant Colony Optimization

(ACO) algorithm. The improved ACO introduces adaptive pheromone updating
strategies and reinforced path selection mechanisms, enabling faster convergence and
Improved ACO | superior coverage compared to classical ACO. The algorithm was applied to a multi-

Air Defense parameter air defense system, considering operational constraints such as weather
conditions, sensor types, communication links, missile categories, and electronic
warfare modes.The proposed method successfully reduced the number of test cases by

Covering Arrays

Test Optimization

more than 90%, while maintaining complete coverage of all critical t-way parameter
interactions. Simulation results demonstrate that the improved ACO outperforms both
the classical ACO and greedy construction methods in terms of coverage efficiency and
computational cost. The optimized set of scenarios not only accelerates the testing
process but also improves system reliability by identifying potential operational
conflicts before deployment.Unlike conventional testing strategies, this study integrates
Corresponding a combinatorial design framework with an evolved swarm intelligence algorithm

Author: specifically tailored for defense applications. The novelty lies in employing Improved
ACO to generate optimized covering arrays for complex defense systems, which to the
best of our knowledge has not been addressed in prior research. Furthermore, the
approach can be extended beyond air defense systems to command-and-control
platforms, electronic warfare systems, and cyber defense networks.
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